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POLICY

South Burnett CTC Inc (CTC) complies with the following legislative and accountability requirements for
the retention, maintenance, security, sharing, archiving and destruction of records to ensure the privacy
and confidentiality of stakeholders:

Public Records Act 2002

Child Protection Act 1999

Child Protection Regulation 2011

Disability Services Act 1986 (Commonwealth)

Disability Services Act 2006 (Queensland)

Disability Services Regulation 2021

NDIS (Registered Providers of Supports) Rules 2013 (Commonwealth)
NDIS Practice Standards

NDIS Provider Code of Conduct

Domestic and Family Violence Information Sharing Guidelines
Evidence Act 1997

Commonwealth Privacy Act 1988

Right to Information Act 2009

Information Privacy Act 2009

Information Standard 18: Information Security

Information Standard 40: Recordkeeping

Service Agreements with Federal and State Government Departments
Non-Government Service Provider Basic Record Keeping Guide
Human Services Quality Standards

Human Rights Act 2019

Records are defined as evidence of transactions or activities of a Service Provider in the provision of
services to clients and include hard copy and electronic records.
Hard copy records include but are not limited to:

Paper hand written notes

Memos

Phone messages

Text messages when screenshot and saved
Emails

Photographs

Medical records

Reports and registers

Easy Read documents
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Hard copy records should be legible, dated and contain references to the client.
Electronic records include but are not limited to:
e Emails
Word processed documents
Text messages when screenshot and saved
Databases
Websites
Intranet
Spreadsheets
Reports
Digital images
Easy Read documents

PROCEDURE ‘

CREATING AND MAINTAINING CLIENT FILES

Physical and electronic client files are to be created, stored and maintained in accordance with the
Recordkeeping Guide for Funded Non-Government Organisations. Partners in Foster Care (PIFC) and
Residential Services are both required to adhere to this guide to ensure compliance with the Child
Protection Act 1999 and Section 7 of the Child Protection Regulation 2011.

Some CTC services have moved to the retention of electronic client records on the CTC ICT Network and
in third party Databases (refer section Service Databases).

Services that electronically store client files are to ensure:

e Required information is scanned and uploaded against the client record on the applicable service
database in accordance with the Service Agreement i.e. client intake form, consents, client
assessment tool, etc.

e Scanned data not uploaded to the database is to be saved to the services’ common directory. A
sub-directory will be created as follows:

o Individual client — named using the client name and initials
o Foster carers — named using the carer’s surname (and initials if it is a common name)

e All service common directories are securely backed up

e Any hard copy material scanned and uploaded to a database and/or common directory is to be
destroyed using a paper shredder or placed in a secure document bin and destroyed using a
document destruction service

Access to the CTC ICT network is controlled using Microsoft Server security protocols to ensure the
privacy and confidentiality of business information and processes and the protection and maintenance of
system integrity.

All users are supplied with the level of access required to perform their work duties and are assigned a
unique login username and are required to create and maintain a password. Passwords are not to be
shared with other another member of staff or any person.

SERVICE DATABASES
CTC services utilise the online SRS Case Management service provided by Infoxchange or MYP for the
management and retention of client data.
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Infoxchange
CTC has a licence with Infoxchange (renewed yearly) ensuring secure access, user security settings and
the control and backup of data as follows:
e FEach program has a discrete database
e CTC Service Managers and senior nominated staff have administrator access and manage user
permissions and access
e Users are issued with a unique username and password
e Users only have access to the database aligned to their program and job role
e Access is removed when the user changes programs or exits the organisation and is recorded on
the Service Exit Checklist
e All client data is stored in the database including personal information, details of support and
consents (release of information, travel, media, etc.) in accordance with the program service
agreements
e Client intake forms, assessments and other relevant documentation are scanned and uploaded to
the individual client file
e Client records are closed when:
o Their Individual Support Plan is completed
o They request to discontinue the service
o They cease to engage and do not respond after 3 attempts to contact over a 6 week period
e The databases are backed up twice daily providing a secure archive of client data.

MYP
e (CTC has a monthly subscription to MYP and a range of platforms, the invoice is emailed to the
MYP Champion
e Staff permissions are allocated at induction and progressively at a senior management level as
required to reflect appropriate levels of data and client access of information
o Users are issued with a unique username and password
o Users only have access to the database aligned to their program and job role
o Access is removed when the user changes programs or exits the organisation
o All client data is stored in the database including personal information, details of support
and consents, health reports and other service providers service agreements

SECURITY AND ACCESS

To ensure privacy and confidentiality, all client records including hard copy files or unattached
documents containing information identifying clients are not to be left unattended in any work
environments. Information should be locked away when not in use. Unauthorised persons are not allowed
to enter a secure storage area housing client related records.

Access to client information is limited to staff within the service the client is receiving support from and
for legitimate business purposes only. Information is to be treated in the strictest of confidence and
is not to be divulged unless consent to do so has been provided, if the client or someone else is at
significant risk of harm and this is evident from the information provided to the staff member or
information is requested by the Police or Child Safety through the applicable legislation. Additionally,
PIFC can release information to Foster Carers upon referral where it is the best interests of the child.

Client related records should not be transported out of the office. If this is necessary the records should
be housed securely.
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Electronic client records retained on the CTC Network and in Databases are secured using unique
usernames and passwords.

ARCHIVING
All hard copy and electronic client records including data stored in the service databases are to be retained
by CTC for a minimum of 7 years from the date of:

¢ Individual case files closure

e Program closure

The exception is PIFC and CTC Residential Services who are required to return child and young people
records to the Department once the files have been closed.

DESTROYING RECORDS
It is an offence under the Public Records Act 2002 to destroy individual records or whole files without
authority provided under a suitable disposal authority.
Records that may be destroyed by shredder or placed in an approved destruction bin include:
¢ Draft documents
e Photocopies of original documents already held on a file; ensure that there are no
annotations on the copy
e MS Word and other documents held electronically may only be deleted once a physical copy is
placed on the file

Records that may not be destroyed until their retention period has lapsed include:
e Original documents relating to clients
e Any records that have been submitted as part of an RTI and IP request
e Registers

Identifying records

Once the seven year retention period has expired the files will be destroyed as follows:
e Hard copy files are shredded
e Electronic files permanently deleted
e Client data retained in the Infoxchange databases is removed
e (lient data is archived in MYP

ADMINISTRATIVE AND HUMAN RESOURCE RECORDS
All CTC administrative (including governance, financial, resources, etc.) and human resource records are
appropriately stored and maintained at CTC Headquarters.

Staff records are electronically stored by the Human Resources team on the CTC ICT network and
recorded on the WIN/HR Database which is stored on the ICT network. Selected staff documents are
stored at CTC Headquarters in securely stored hard copy files.

Applications for advertised positions are lodged online via the Scout Talent platform (Recruit and
Onboard modules) by the applicant. All applications remain stored by Scout Talent until the applicant

elects not to have their information stored on this externally hosted site.

Some services keep relevant staff documentation on site as per relevant legislative requirements.
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